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Information Systems: Security Policy, Virus-Trojans and Worms
1. Explain what is meant by security policy and describe the basic information that a security policy must stipulate
Security policy refers merely to a set of rules and regulations that are fundamentally important followed when making use of an application. Also, the security policy may be one or more settings pertaining security applicable to any resource either through a directory service or an operating system. It usually is noticeable that the security policies may vary from one organization to another. One of the basic information that the security policy must stipulate is regarding the information usually stored in company applications and computer systems. Examples of the data to be stored include address DOB, names and SSN among others. According to Disterer (2013), another basic information that the security policy must stipulate is permission. The permission refers to what the user is allowed to access and share with others. An excellent example to illustrate the aspect of authority is whether a company has the right to sell your phone number or email address or even have the right to communicate to you without your consent. The other basic information that the security policy must stipulate is when you create or join an account. The security policy at this juncture requires the company to seek your permission before sending you an email or share any of your information to the third party. Hence, this means that failure to follow the security policies to the letter may result in termination or other disciplinary measures.



2. Explain the term virus and explain the differences between Trojan horses and worms
A virus is known to as a small program that tends to alter how a computer operates without the knowledge and the permission of the user. For any application referred to as a virus, it must be able to execute and replicate itself. Virus differs regarding how they operate as some may be programmed to reformat the hard disk, delete files and damage programs. On the other hand, another virus may not cause any damage but may replicate and represent themselves in the form of audio messages, videos or texts. The virus is supposed to be dealt with as soon as possible as they may result in a system crash or erratic behavior. The primary difference between a worm and a Trojan horse lies in their functionality (Devesa et al., 2010). Trojan horse spreads only when invited in to the system either when opening email attachments or downloading running files. On the other hand, a worm is a program that quickly replicates from one system to another with the help of a host file and sends their copies to other computers through the security holes. Also, worms are mainly found in separate files and thus may efficiently discharge those documents that contain a worm micro.
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